NHOOPMAILIMOHHAASA ITAMATKA
JJISA OBYUYAIOIUXCA I PASMEINEHUSA
HA OOUIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaxapIM TOJOM MOJIOJICKHW B UHTEPHETE CTAHOBUTHLCS OOJIBINE, a MIKOJIbHUKU
OJIHU U3 CaMbIX AKTUBHBIX

nosb3oBatenien  Pynera. Mexay TeM, NOOMHMO OTrPOMHOTO  KOJIMYECTBA
BO3MOKHOCTEM, MHTEPHET HECET U MPOOJIEMBI.

OTa nmamsTKa 10 KHA TOMOYb Tebe 0€30MacHO HAaXOUTHCS B CETH.
KomnbroTepHbie BUPYCHI

KomnbroTepHblii BUPYC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOrpaMM,
OTJINYUTETILHONW 0COOCHHOCTBIO KOTOPOI

SIBJISIETCSI CIIOCOOHOCTh K pa3MHOXKEHUIO. B omogHeHne K 3TOMY, BUPYCHI MOTYT
MOBPEJIUTH UJIU MOJTHOCTHIO

YHUYTOXUTH BCe (hailJibl M JIaHHBIC, TTOJAKOHTPOJIbHBIC TMOJIL30BATENI0, OT UMEHU
KOTOpOTo Oblja 3aIlyllleHa 3apayKeHHas

nporpamMma, a TakKe MOBPEAUTh WM JaXe YHUUTOXKHUTH ONEPAIMOHHYIO CUCTEMY
co BceMH (aiiimamu B miesioM. B

OOJIBIITMHCTBE CIy4YaeB PacCIpPOCTPAHSIOTCS BUPYCHI YEPE3 UHTEPHET.

Mertozs! 3a1UThl OT BPEJOHOCHBIX ITPOTPaMM:

l. Hcnone3yli COBpPEMEHHBIE OIEPAllMOHHBIE CUCTEMBI, HMEIOLINE CEPhE3HBIN
YPOBEHbB 3aIIUTHI OT BPEAOHOCHBIX

Iporpamm;

2. TlocrosHHO ycTaHaBiauBal mautd (UM(pPOBBIE  3amIaTKH, KOTOpHIE
ABTOMAaTHYECKU YCTAaHABIMBAIOTCS C LEIbIO

I0pabOTKH TPOrpaMMbl) M JAPyrue OOHOBJICHHS CBOEH OINEpPalMOHHOW CHCTEMBI.
CkaunBail MX TOJIBKO ¢ O()UIIUATIEHOTO

caiita paspadotunka OC. Ecimu cymectByeTr peXUM aBTOMaTHYECKOTO
OOHOBJICHUS, BKIJIIOYH €T0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpE TIOJ TpaBaMH TOJIb30BATENS, a He
aIMUHUCTPATOpPA. ITO HE MO3BOJIUT

OONBIIMHCTBY  BPEJOHOCHBIX  MIPOTPaMM  HHCTAJUIMPOBATHCA  HA  TBOEM
[IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnone3yil  aHTUBUPYCHBIE  NPOTPAMMHBIE  TMPOAYKTHI  HU3BECTHBIX
MIPOU3BOAUTEIICH, C aBTOMATUYECKUM

0o0OHOBJIEHUEM 0a3;

5. Orpannup puU3NIECKUil JOCTYI K KOMITBIOTEPY JJISI TOCTOPOHHUX JTHUIL;

6. Ucnonp3yil BHENIHUE HOCHUTETW WHGOpPMAINH, Takue Kak (JeliKa, JUCK WIH
¢aiin u3 UHTEpHETA, TOJIBKO U3

MIPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIbIOTEpHBbIE (aiibl, MOJY4YEHHBIE W3 HEHAJIEKHbBIX
HMCTOYHMKOB. Jlaxe Te (aiibl, KOTophIe

rpucian TBOW 3HaKOMbIN. Jlydille yTOUHHM y HETO, OTHPABIISUI JIU OH TEOE UX.



Cetu WI-FI

Wi-Fi - 3T0 He BHJ mepeAayu AAaHHBIX, HE TEXHOJOTHs, & BCEro JIHIIL OpeH,
Mapka. Eme B 1991 rony

HUJEpIaHJCcKas KomnaHus 3apeructpuponaia Oopenn "WECA", yto o06o3Hayano

cnoBocouetanue "Wireless Fidelity", koTopelii nmepeBoauTcs kak "OecrnpoBoaHAs
TOYHOCTD .

Jlo Haiero BpeMeHH JoluIa Japyras abOpeBuaTypa, KOTOpas SIBISETCS TaKOW Ke
TexHoyiorueid. Ito adbopeuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM
Ha CTaHaapT Beiciied 3BykoBoi TexHuku Hi-Fi, yto B mnepeBoge o3Hauaer
"BBICOKast TOUHOCTB".

Jla, OecruiaTHBIA WHTEPHET-IOCTYN B Kade, OTEeIsIX W adpoIopTax SBISETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. Ho MHOruMe sKkcmepThl CUMTAIOT,
yTo obmeaoctynubie Wi-Fi ceTu He sSBIsAOTCS 0€30MacHbIMHU.

CoBeThbl 10 0€30MacHOCTH pabOTHI B 00IIEAOCTYHBIX ceTsiXx Wi-fi:

1. He nmepenasaii cBoro nuuHyro nHpopMaiuio yepes oodmenocrynusie Wi-Fi cern.
Pabotas B HUX, JKeIaTeIbHO

HE BBOJIUTH MAPOJIU JOCTYIIA, JOTUHBI U KaKHEe-TO HOMEPA,

2. Uctionp3yit 1 OOHOBJISN aHTUBUPYCHBIE IPOrpaMMbI U OpaHamayep. Tem caMbiM
ThI 00€30MacHIllb Ce0sl OT

3aKa4yKy BUpYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonw3oBanuu Wi-Fi orkmtoun dyakmuio "O6muii qoctyn K daitnam u
npunTepam". JlanHas QyHKIMs

3aKpbITa MO YMOJIYAHHUIO, OJJHAKO HEKOTOPHIE IMOJIH30BATEIN AKTUBUPYIOT €€ s
y100CTBa UCIIOJIb30BaHUs B paboTe

WM yueobe;

4. He ucnone3yit nmyonuunbii WI-FI nns mepenaun TUYHBIX JaHHBIX, HApUMEP
JUTSL BBIXOJIa B COITMAJIBHBIC CETU

WIH B 3JIEKTPOHHYIO TIOUTY;

5. Mcnonp3yit ToNbKO 3amiuiineHHoe coenuHenue yepes HTTPS, a ne HTTP, T.e.
pu Habope BeO-apeca BBOIU

uMeHHo "https://";

6. B MoOunpHOM Tenedone ortkmoun ¢yHkmuio "Tlomkmrouenme k  Wi-Fi
aBTomaTuuecku'. He momyckai

aBTOMATHYECKOTO MOJKII0OUEHUs yCTpoicTBa K ceTssMm Wi-Fi 6e3 TBoero cormacus.
CoumnanbHble ceTu

CouuanbHble CETHM aKTUBHO BXOAST B Hally >KM3Hb, MHOTHE JIIOJIU pabOTaOT U
KUBYT TaM MOCTOSIHHO, a B

Facebook yxe 3aperucTpupoBaH MWJUIHAP]] YETOBEK, YTO SIBISIETCS OHOU
CEIIbMOM BCEX KUTEJEH IIIaHEeThl. MHOTHE

MOJIB30BATENIA HE TIOHUMAIOT, YTO WH(OpMAIIUs, pa3MeIIeHHAs UMH B COIMATbHBIX
CEeTSAX, MOXKET ObITh HallieHa U

WCIOJb30BaHA KEM YrogHO, B TOM 4HCIe HE o00s3aTelbHO C OJaruMu
HaMEpPEeHUSIMU.

OCHOBHBIE COBETHI 110 OE30MaCHOCTU B COLIMATIBHBIX CETAX:



1. Orpannyb cnucok Apy3ei. Y TeOs B APY3bsX HE JOJKHO OBITH CIy4YallHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amumiail cBOO 4yacTHYIO ku3Hb. He ykasbiBail maponu, TenedoHBI, ajapeca,
JIaTy TBOETO POXKJCHUS U APYTYIO

TuYHyl0  uHbOpManuio. 3JIOYMBIIUJIEHHUKH MOTYT  HMCIOJIB30BaTh  JlaXKe
MH(pOpMAIIHMIO O TOM, KaK Thl U TBOU POJIUTENIH

IJIAHUPYETE MPOBECTH KaHUKYIIbI,

3. 3ammiuail cCBOIO pemyTaluio - JepKU €€ B YHCTOTE W 3ajaBail cebe BoIpoc:
XO0TeJ OBl Thl, YTOOBI APYTHUE

MOJIb30BaTeNM BUJACIH, 4YTO Thl 3arpyxaemb? [logymaii, mpexae 4eMm 4TO-TO
onmyOJUKOBaTh, HAMIUCATh U 3aTrPY3UTh;

4. Ecnu Thl TOBOpHINIL C JIIOJbMH, KOTOPBIX HE 3HAElIlb, HE HCIOJIb3YH CBOE
peasbHOe UMS U IPYTYIO JINYHYIO

uH(OpMaIIMK: UMsI, MECTO KUTEILCTBA, MECTO YueObl U IIpoUee;

5. Us6erait pasmenienus dotorpaduii B MHTEpHETE, T/HE ThI H300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOYKHO

OTIPEJICIIUTh TBOE MECTOMOJIOKEHUE;

6. Ilpu perucrpanuv B COIMAIBHOW CETH HEOOXOJMMO HCIIOIb30BaTh CIIOXKHBIC
apoJju, COCTOSIIINE U3 OYKB U

Udp U ¢ KOJIMYECTBOM 3HAKOB HE MeHee §;

7. s conumanbHOW CETH, MOYTHl U JIPYTUX CAWTOB HEOOXOAMMO HCHOJIB30BATh
pasHblie naponu. Torna eciau Teds

B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKHU IOJYy4YaT JOCTYH TOJBKO K OJTHOMY MECTY, a HE
BO BCE Cpa3y.

DONEeKTpOHHbIE JIEHBIW - ATO OYEHb YAOOHBIM CHoco0 MaTexeil, OJHAKO
CYILIECTBYIOT MOUIIEHHUKHU, KOTOPBIE XOTST

HOJIYYUTh 3TU JCHBIU.

DONEKTpPOHHBIE JI€HbI'M MOSBUJINCh COBCEM HENABHO M HMMEHHO HU3-3a 3TOT0 BO
MHOTMX FOCyJIapCTBaX /10 CUX IOpP HE

IPOIKCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHM (QYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, /e UX
pa3enaoT Ha HECKOJIBKO BUOB -

AHOHUMHBIE M HE aHOHUMHbIE. Pa3HHIla B TOM, YTO AHOHHMHBIE - 3TO T€, B
KOTOPBIX pa3peniaeTcsi HpOBOJUTH ONEpPallUU

06e3 wuaeHTU(DUKAIMU TONB30BATENsl, a B HEAHOHUMHBIX HICHTU(DUKAIISI
MOJIb30BATENA SIBISIETCA 00s3aTEIbHOM.

Taxxe cnegyer pa3nuuaTh  DIEKTPOHHBIE  (UATHBIE  JEHBIH  (PaBHBI
rOCYJapCTBEHHBIM BAJIOTaM) U 3JIEKTPOHHbIE

He(dHaTHBIE IEHBIY (HE paBHBI TOCYAAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI IO O€30MaCHOI paboTe ¢ AICKTPOHHBIMU JIEHbIAMU:

1. IlpuBsiku K cueTy MOOWIBHBIN TeneoH. DTO caMmblii yIOOHBIA U OBICTPHIMA
croco0 BOCCTAaHOBUTH JOCTYM K

cuety. IlpuBsizaHHBIM TenedOH TOMOXKET, €CiIM 3a0yJellb CBOM IUIATSKHBIN
MapoJib WY 3alICIIb HA CAUT C HE3HAKOMOI'0 YCTPOWCTBA;



2. Hcnone3yii opHopa3zoBble mnaposn. Ilocne mepexoma Ha  YCHICHHYIO
aBTOpU3aIMIO TeOe yKe He OyaeT

YIPOXKaTh ONACHOCTH KPAXKU WJIM MepeXBaTa IUIATEKHOTO MapoJis;

3. BoiOGepu cnoxHbIi naposb. [IpectynHukaM OysieT HE MPOCTO YraaTh CIOKHBIN
naposns. Hanexxueie naponu -

3TO MAPOJIA, KOTOPbIE COAEPKAT HE MEHEE 8§ 3HAKOB U BKJIIOYAIOT B CE0sI CTPOUHbIE
Y TIPOIHUCHBIE OYKBBI, HU(DPBI U

HECKOJIbKO CUMBOJIOB, TaKH€ KaK 3HaK Jojuiapa, (yHTa, BOCKIUIATEIbHBIA 3HAK U
T.1. Hampumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIC HA CAWTaX, KOTOPBIM HE JOBEPSACIIIb.
JJIeKTPOHHAS MOYTA

DNEKTpOHHAsl MOYTa - 3TO TEXHOJIOTMS W NPENOCTABISIEMBIE €0 YCIYTH IO
NEPECHIIKE U MOTYUYEHUIO JIEKTPOHHBIX

COOOIIEHHI, KOTOpbIE paclpeiessioTcss B KOMIbIOTepHOW ceTu. OOBIYHO
3JIEKTPOHHBIN MOYTOBBIN AIIUK BBITJISAAUT

clenyronmM o0pa3oM: UMs_TOJIb30BaTeNsI(@WuUMsl_ToMeHa. Taxke KpoMme rnepeadu
MPOCTOTO TEKCTa, UMEETCS

BO3MOKHOCTbH Iepe/iaBaTh (haiibl.

OcHOBHBIE COBETHI MO OE30MaCHOM paboTe € INEKTPOHHOM MOUYTOM:

1. Hago BeIOpaTh mpaBUIIbHBIN MOYTOBBINA cepBHC. B MHTEpHETE €CTh OrpPOMHBINM
BBIOOp OECIUIATHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIy4IllEe JIOBEPSATh TEM, KOTO
3HaCIIb U KTO MEPBBIA B PEUTUHTE;

2. He ykaspiBali B JWYHOW mouTe JHMYHYH HHpopmaruio. Hampumep, mydrie
BBIOpATh "My3bIKaIbHBIN (aHaT@" wiu "pok2013" BmecTo "Temal3";

3. Wcnonb3yil NBYXATAlHYHO aBTOPU3ALMIO. JTO KOTJa TOMUMO MapoJisi HYXKHO
BBOJIUTH KOJI, MpUCHIIaeMbIit 10 SMS;

4. BpiOepu clokHBIN Tapotib. JJIsi KaKI0T0 TOYTOBOTO SITUKA JOJDKEH OBITh CBOM
HAJICKHBI, YCTOMYMBBIN K B3JIOMY NapOJIb;

5. Eciim ecTh BO3MOXXHOCTh HAaIllMCaTh CaMOMY CBOM JIMYHBIM BONPOC, MUCIOJIb3YH
3Ty BO3MOXHOCTb;

6. cnonp3yil HECKOIBKO MOYTOBBIX AMMKOB. [IepBbIii 111 YaCTHOW MEPEnUCKH C
azgpecaramu, KOTOPBIM Thl

JOBEpsiEIb. JTO AIEKTPOHHBIN aJpec HE HAJ0 MCIOIb30BATh MIPU PETUCTPALIUU HA
dbopymax u caiTax;

7. He oTkpbIBait ¢aitibl U Ipyrue BIOKEHUS B MUChMaX, Ta)Ke €CJIM OHH MPHUIILIN
OT TBOUWX Jipy3ei. Jlydie yTouHU y HUX, OTTIPABIISIIN JIM OHU TeOe 3Tu (hansl;

8. Ilocne okoHYaHusi pabOTHI HA TOYTOBOM CEpPBHUCE NEPE] 3aKPBITUEM BKJIAIKU C
caiiToM He 3a0y/ib HaXKaTh Ha «BBIATHY.

Kuo6epOyuIMHT UM BUPTYaJbHOE M3/1€BaTe1bCTBO

KubGepOymmHr - mpecieioBaHHEe COOOIICHUSMH, COACPKAIIMUMH OCKOPOJICHUS,
arpecCuIo, 3aIyruBaHHuE;

XYJWUTAHCTBO;, COLIMAJIbHOE OOMKOTUPOBAHUE C TMOMOIIBIO Pa3IUYHBIX UHTEPHET-
CEPBHUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYILITMHIOM



1. He Gpocaiicst B 60ii. Jlyumuii croco0: mocoBETOBAThCS KaK ce0si BECTH U, €CIU
HET TOTO, K KOMY MOKHO O0paTUThLCS, TO BHaUalle YCIIOKOUTHCs. Eciii Tl HauHelb
OTBEYaTh OCKOPOJIEHUSMH Ha OCKOPOJIEHUSI, TO TOJIBKO elle OOJbIIe pa3oxkiKellb
KOH(JTUKT;

2. YnpaBnsii cBoell kubeppenyTranuei;

3. AHOHMMHOCTbH B ceTd MHUMas. CyIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
QHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIUTaHCKUW oO0Opa3 BUpPTyaldbHOW >kKu3HU. VHTEepHeT
dbuKcupyeT Bce TBOU JACHUCTBUSI U COXpaHSET UX. YJaIUTh HX OyIeT KpaiiHe
3aTPyIHUTEIBHO;

5. Cobnroaail CBOIO BUPTYaIbHYIO YECTh CMOJIOJY;

6. Urnopupyit eauHuuHbi HeraTuB. OJIHOPA30BbIe OCKOPOUTENIbHbIE COOOIIEHUS
Jyduie urHopupoBath. OOBIUHO arpeccus npekpamiaeTcs: Ha HayajdbHOUM CTauu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTIHOBEHHBIMH COOOIICHUSMH, B
COLIMAJIBHBIX CETSX €CTh BO3MOXKHOCTH OJIOKMPOBKM OTIPAaBKH COOOIICHHH C
OTIPEJICIICHHBIX a/IPECOB;

8. Ecou Te1 cBumerens kubepOymmnHra. TBow HEUCTBHSI: BBICTYNUTHh MPOTHUB
npecieoBaTelnis, Moka3aTh €My, YTO €ro JEMCTBUS OILICHMBAIOTCS HEraTUBHO,
NOJIIEPXKATh KEPTBY, KOTOPOU HY>KHA IMCUXOJIOTMYECKasi TOMOIIb, COOOIIHUTh
B3pOCJIBIM O (paKTe arpeCCUBHOIO MOBEJICHUS B CETH.

MobouiabHbIi TegaedoH

CoBpemenHble cMapThOHBI U IUIAHIIETHl COJAEpXKaT B cebe BIOJHE B3POCIBIi
(GyHKIIMOHAJI, W TeNepb OHU MOTYT KOHKYpHUPOBaTh CO CTAallMOHAPHBIMU
KommbloTepaMu. OJJHAKO, CPEJICTB 3aIIUTHI JJIs MOAOOHBIX YCTPOMCTB NOKA OYEHb
Mano. TecTUpoBaHME U TOWUCK YA3BUMOCTEH B HHX HPOUCXOOUT HE TakK
uHTEeHCUBHO, Kak s [1K, To jke camoe kacaeTcss U MOOMJIBLHBIX MPUITOKCHUH.
CoBpemeHHbIE MOOWIBbHBIE Opay3epbl YK€ MPAKTUYECKH [IOTHAIM HACTOJbHBIC
aHaJorHu, OJHAKO pacIiupeHue (YHKIMOHAJA BIIEUYeT 3a CO00H OOJbIIyIO
CJI0’KHOCTb U MEHBIIYIO 3aIUILEHHOCTD.

Jlaneko He Bce TMPOW3BOAUTENN BBHIMTYCKAIOT OOHOBICHHS, 3aKpPHIBAIOIINE
KPUTUYECKHUE YSI3BUMOCTH [IJIsl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /JIs1 0€30MAaCHOCTH MOOMIBHOTO TenedoHa:

Huyero He siBnsieTcst mo-HacTosmiemMy OecriaTHbIM. byas ocTopoxeH, Beab Koraa
TeOe mpearaioT OECIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIATHBIE YCIIYTH;

Hymaii, pexxae yeM otmnpaButh SMS, ¢oto wiu Buaeo. Tel TOYHO 3HAEMIb, THAC
OHHU OyZyT B KOHEUHOM HTOTE?

Heo0xonnmo 0OHOBIISATE OMIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Hcnonp3yit aHTUBUPYCHBIE POTPAMMBI JIJISI MOOMIIBHBIX Telle(POHOB;

He 3arpyxail mnpuiaokeHuss OT HEU3BECTHOIO HCTOYHUKA, BEIb OHU MOTYT
coJiepKaTh BPEJOHOCHOE TPOrpaMMHOE 00ECIIEUEHHE;

[Tocne Toro kak Thl BEIAJEUIB C CcailTa, I/i€ BBOAMII JIUYHYIO HHGOPMALUIO, 321 B
HacTpoiiku Opay3epa u yaaiu cookies;



[lepuoauyecku mnpoBepsid, Kakue IUIATHBIE YCIYTd AaKTUBUPOBAHbI Ha TBOEM
HOMEDE;

JlaBaii cBOMi HOMEP MOOMIBLHOTO Tese(OHa TOJIBKO JIFOSM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpSICIIb;

Bluetooth nomxeH ObITh BBIKIIIOYEH, KOT/Ia Thl UM HE HoJib3yenibcs. He 3a0biBaii
WHOT/1a IPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIC OHJIANH-UTPBl - ATO KPACOUYHBIC, 3aXBATHIBAIOIIME Pa3BJICUCHMUS,
00bEIUHSIONINE COTHU THICSY

YeJIOBEeK Mo BceMy MUpPY. Urpoku uccienyoT JaHHbIA UM MUP, OOLIAIOTCS IPYT C
JIPYTOM, BBITIOJIHSIIOT 3aJ]aHUsl, CPaXalOTCsI C MOHCTPaMU M TOJYYarOT OMBIT. 3a
yIOBOJBCTBUE OHHM IUIATAT: TMOKYMAKOT MJUCK, OIUIAaYMBAalOT aO0OHEMEHT WU
npuoOpeTaroT KaKue-TO OIIIUH.

Bce atu cpenctBa uayT Ha MOJJEpKAHWE W PA3BUTHE UTPHI, a TAKXKE HA caMy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCS CHUCTEMBbI aBTOPH3AIIUH, BBIMYCKAIOTCS HOBBIC
naT4yu (UGPOBBIE 3aIUIATKH ISl TPOTPaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B mopgoOHBIX Urpax CTOUT OIacaTthCsi HE CTOJIBKO CBOUX COIMEPHUKOB, CKOJIBKO
Kpaky TBOETO TapoJis, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3alMKU OOJIBIIUHCTRA
urp.

OcHOBHBIE COBETHI 110 OE30MTaCHOCTU TBOETO UTPOBOT'O aKKayHTa!

1. Eciu apyroit urpok BeaeT ceOsi MIIOXO WM CO3/laeT Tebe HENpUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyiics aIMHUHUCTpaTOpaM HUIpPbl Ha IUIOXO€ MOBEAEHUE 3TOrO0 HWIPOKa,
KeIaTeNbHO NPUIIOKUTh KaKUe-TO JJOKa3aTeIbCTBA B BUJE CKPUHOB;

3. He yka3biBaii tuuHyro uHGOpMaIuio B ipodaiisie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranapnuBaii Heo(uIMaabHbIE TATYH U MOJIBI;

6. Mcnionb3yil CIOKHBIE U pa3HbIEe MapoJiu;

7. J1axxe BO BpeMs UTPbl HE CTOUT OTKJIKOYATh aHTUBUPYC. [Ioka ThI Urpaemis, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WM KPaKa JUYHBIX JaHHBIX

OOBIYHOM Kpakell JAeHEeT W JOKYMEHTOB CETOAHS YK€ HHKOTO HE YAMBHIIb, HO C
Pa3BUTHUEM UHTEPHET-TEXHOJIOTUI 3JI0YMBIIIJIEHHUKU NIEPEMECTHUINCH B UHTEPHET,
1 TIPOJIOKAIOT 3aHUMATHCS "ITFOOMMBIM" JICIIOM.

Tax mosiBHIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA MW (DUIIMHT, TIaBHAs
1edh  KOTOPOTO  COCTOMT B  TONYYCHHH  KOH()DUICHIHMATBHBIX  JAaHHBIX
MoJIb30BaTeNIel - JTOTMHOB U mapoiieid. Ha anrnuiickom si3pike phishing umraercs
kak ¢umuHT (0T fishing - peiOHas moBIs, password - mapob).

OcHOBHBIE COBETHI IO OOpHOE C QUITUHTOM:

1. Cneam 3a cBOMM aKKayHTOM. Eciu ThI MOj03peBacIib, YTO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKMPOBATH €€ U COOOIIHUTH aJIMHHHCTpATOpaM
pecypca 00 3TOM KaK MOXKHO CKOPEE;

2. HWcnonp3yit Oe3omacHble BeO-CaliThl, B TOM 4YHCIIC, MHTEPHET-Mara3uHOB H
MTOUCKOBBIX CUCTEM;



3. Ucnonb3y# ClIOXKHBIE U pa3Hble Mapoiau. Takum o0pa3om, eciau Te0s B3JIIOMAIoT,
TO 3JI0YMBILUJIEHHUKHU MOJIYYaT AOCTYH TOJIBKO K OAHOMY TBOEMY MPOQUIIO B CETH,
a He KO BCEM;

4. Ecau 1e0s B310Maiu, TO HEOOXOJIMMO MPEAyNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIe 100aBIEHbI Y T€OS B IPY3bsX, O TOM, YTO TeOs B3JIOMaJu U, BOZMOXKHO,
OT TBOEI0 UMEHHU OYyJIET pacchlIaThCs CIIaM U CChUIKM Ha (DUILIMHTOBBIE CAWThI;

5. Ycranosu Hanexublil napons (PIN) Ha MoOubHBI TenedoH;

6. OTKJII0YM COXpaHEHHE NapoJis B Opaysepe;

7. He oTkphiBaii (aityibl U Apyrue BIOKEHUS B MUCHhMax, Ja)ke €CJIU OHU MPUIILIA
OT TBOMX Jipy3el. Jlydille yTOUYHM y HUX, OTTIPABIISIIN JIU OHU TeOe 3TU (haiibl.
Mudposas penyranus

[udposas penyranus - 3T0 HeTaTUBHAs WIM TO3WTUBHAs MHGOPMAIUS B CETH O
tebe. Kommnpomerupyromas uHpoOpMalus, pa3MelleHHAass B HMHTEPHETE, MOXKET
CephE3HBIM 00pPa30M OTPA3UTHCS HA TBOCH peaslbHON KU3HHU.

"HudpoBas penyrauus" - 5TO TBOH UMUK, KOTOpbIA (GopMHUpYyeTCs U3
uHbopMaIKu 0 Tebe B HHTEPHETE.

TBoe MecTo KUTENbCTBA, y4eObl, TBOE€ (PUHAHCOBOE MOJOKEHUE, OCOOCHHOCTH
XapakTepa U paccKasbl 0 OJU3KHUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue TOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K IYOJMKAluu JIMYHOM
uHdopmanuu B MHTEpHETE, HE TOHMMAs BO3MOXKHBIX IMOCHEACTBUN. Thl naxke He
CMOJKEIlb J0TafaThCcsi 0 TOM, 4To doTorpadus, pa3MelleHHas 5 JIeT Ha3all, craja
NPUYMHOMN OTKa3a MPUHSATH TeOst Ha paboTy.

KommenTtapuu, pasmeinienue TBoux ¢otorpaguii U Apyrue NEUCTBUS MOTYT He
MCYE3HYTh JIa’Ke IMOCJE TOr0, KaK Thl UX yJadullb. Thl HE 3HACIIb, KTO COXPAaHUII
3Ty HH(pOpMaIHIo, IoNaia M OHA B MOMCKOBBIE CUCTEMBI U COXPAHMWJIACH JIM OHA, a
[JIaBHOE: YTO MOJIYMAIOT O TeOe OKPY’KaIoIIHE JIFOJU, KOTOPhIE HAWAYT U YBUIAT
sTo. Halith mHpOpMAIIMI0O MHOTO JIET CIyCTS CMOXKET JIFOOOM - Kak M3 JOOpBIX
noOy>KIeHUI, TaK U C HAMEPEHUEM MTPUYUHUTD BPE/I.

DTO MOXKET OBITh KTO YT'OJIHO.

OcHOBHBIE COBETHI MO 3aIUTe UGPOBON peryTaIiu:

1. [Togymaii, mpesxie yeM 4To-TO MyOIMKOBATh U NIepeaaBaTh y ce0s B OJore uin B
COIIMAJIbHOM CETH;

2. B nacTpoiikax npoduis yCTaHOBU OT'PaHHYEHHUS Ha MPOCMOTP TBOETO MPOoduis
U €ro COJIEPKUMOTO, clIejail ero ToJabKo "miist aApy3eu";

3. He pa3memraii m He ykas3piBail WHGPOpPMAIHMIO, KOTOpas MOXET KOro-iubdo
OCKOPOJIATh MIIH OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHBIC MKOJBHUKHU - aKTUBHBIC MOJIH30BATEIN ITU(GPOBOTO MPOCTPAHCTBRA.
OpHako Jajleko HE BCE 3HAIOT, YTO IOJb30BAHWE MHOIMMH BO3MOXXHOCTAMHU
nmudpoBoro Mupa TpeOyeT COONMOJeHUs TpaB HAa  WHTEIUIEKTYAIbHYIO
COOCTBEHHOCT.

Tepmun "uHTEIEKTYyaIbHAst COOCTBEHHOCTH'" OTHOCUTCS K PA3IMYHBIM TBOPEHUSIM
YeJIOBEUYECKOro yMa, HauMHasi ¢ HOBBIX M300pPETEHUM M 3HAKOB, 0003HAYAIOIIHX
COOCTBEHHOCTh Ha MPOJYKTHl U YCIYTH, U 3aKaHYMBAsl KHUTamu, GoTtorpadusimu,
KUHO(PUIbMaMH U MY3bIKaJIbHBIMH MPOU3BEICHUSIMU.



ABTOpCcKHE TIpaBa - 3TO NpaBa Ha MHTEIUIEKTyalbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHME IPABA BBICTYIIAIOT B
KAauecTBE TapaHTUHU TOr0, YTO HMHTEJUIEKTYaJIbHBIA/TBOPUYECKUN TpPyA aBTOpa HE
OyZeT HampacHbIM, JacT €My CHpPaBEeIJMBbIE BO3MOXXHOCTU 3apaldoTaTh Ha
pe3ysbTaTax CBOEr0 Tpyna, MOJYYUTh HW3BECTHOCTb W mpusHaHue. Huxrto 6e3
pa3pelleHus aBTOpa HE  MOXET BOCIPOM3BOJIUTH €ro  MPOU3BEICHHUE,
pacupocTpaHsaTh, NYOIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTUPOBATH,
MyCKaTh B NPOKAT, IMyOJUYHO HCHOJIHATH, MOKA3bIBATH/UCIONHATh B 3(upe wiu
pasmewars B MHTepHeTe.

Hcnonb3oBanue "muparckoro" MporpaMMHOr0 OOecreyeHUs MOXKET MPHUBECTH K
MHOTHUM PHUCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTaMm J0 OJOKHUPOBKH TBOETO
YCTPOMCTBa, TJ€ YCTAHOBJIEHA HejeraiabHas nporpamma. He croutr Ttaxxke
3a0bIBaTh, YTO CYLIECTBYIOT JeTajbHble M OecCIUIaTHbIE MPOrpaMMbl, KOTOpHIE
MO>KHO HANTH B CETH.

O nopraJe

CereBruok.pd - TBOW TJIaBHBIM COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HaTh O
0e30MacHOCTH B CETU MOHSATHBIM M JOCTYIHBIM SI3BIKOM, & MPU BO3HUKHOBEHHUHU
KPUTHYECKON CUTyallMd OOpaTUTHCA 32 COBETOM. A TaKkkKe MPUHATH y4acTHE B
KOHKYpPCaXxX M CTaTh CaMbIM LIU(PPOBHIM T'pakKJaHUHOM !



